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Tokenization - Secure Payment Data

How Tokenization Works

Tokenization defines a process through which a credit card holder’s Primary Account
Number (PAN) data is replaced with a surrogate value known as a “token”. The security
of an individual token
relies on properties of
uniqueness and the
infeasibility to determine
the original PAN
knowing only the
surrogate value.
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Token Use — Can Occur Many Times
A. Consumer requests to make a purchase using a “Card On File”

What Are The Benefits Of Tokenization

Reduce PCI DSS or PA DSS Scope

Renders payment card data meaningless to hackers
Provides end-to-end security

Not mathematically reversible
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